BEHRN

ID: AAA-BBBB-CCCC

**:—:t%*i********* fﬂ] |:|:|
EEEZHmEBEE

AIFEER. #HtWebP 1 FTwww.badstore.net IRWeb P FUr—2av Dl B E 2 B LIEREFEH.
CHRETILDTY,

ABICIE, MBS EER. SLU—BCRBICEITZIFEBIEFNTVETOT. FEEEOEFE - WOHHICE
HMOOERELSTIVEEEFTLOBREINVELET,
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FFEBIR) K
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B X

1EHIC
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3EHMERME
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AHEREH
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HEmL

1 IXGHIC

1.1 OB’

TEOWebBM MOYRATLLEDT A REEHE) EH- . 13—y MEBEUTOFREP I EAKELN .
FREDBHEHELTS,

EREOFIELTIE, BB PIRITREDIVITHED VAT LICBALERATREGKECHRIBIBE
LIE3ATHE R £ RansomEER T 0H L7 D—FE I WannaCry IN BB E#RS Iz,

WebP F)r—2av7b—LD—HELTIESRIAEN TS M Apache Struts 2 JICHEFEHEN

ROmW. COMETHE AR BICI>THBRBAOEEN S BB ELLIEBENEIFOND,

18—y e LERBOPIENHNEELTEH ., BEBWebY AT LOWBENRHENTIS,

EOEHICIE ., BRERICHTIELVRBERFLARARTHS, ULHL, OSPH—NBEDIATLYTFIIT R,
TAR-ABEDIRIVITT DR B HETFERN

AHBENLRRSINZCEN S VDICH L, WebPTUr—2aVy B R DIEFHERRAR TS EXAT

REL. ELERTILENDHD,

AZHT. FARBKOEF1IITHHEELTITIHLOTHY ., BB DR R LIREHDEEEITL.
ABEECHREILHARMELTHRHTEICLERAIET S,

12 AREEOMHEL

AFEER. EF1ITHEO—RELT. BEBKO B ERRESZ AWeb? T)r—2aYy
[BadStore.net] DIEFBHEERELLIERE. IV EHVT47 - YU—RBEBMITREF)ELT
FEOEEDTHD,

HEANEH TR HZH . RFICHEEZTRBEREBHE LTI LD, thOWeb7 TIT—2av
YA COEREECETS,

FEHOFACEL. FIAEL LRE=ZFCRENELLBEETH>TL. FEHOFAKBCELT
fTHn3 teldh . BHBHEREESIUREREO-VEADBLEDET S,
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2 CHAS

2.1 B
AE

e 2017%9A27H ~ 20175%10A16H

e ] 3

* 9:30 ~ 18:30
2.2 BEIHR
* R URL

® http://www.badstore.net/ A F&R—-Y
® https://www.badstore.net/ A FE€R—-Y

HEEALY
® badstore.net
IP? FLZA
® 192.168.11.16
Y—ER4
* HEMAWebPFr—2aY BadStore.net]
23 BHIRE

o RIBIRIFEEY I : Oracle VirtualBox

e KAMOS: Windows 10 Home

o 42 PMOS: BadStore 212(Linux version 2.4.21)

e H—){: Apache 1.3.28

o MEFHMEBBIZSETY I : OWASP Zed Attack Proxy
o HESBTEFEIZZMY b : PortSwigger Burp Suite

e 7594 : Google Chrome, Moxilla FireFox

24 BiEE

o KS(T+—LAHHX&1t BAREIR)

4/42



HEmL

25 ZHIEH
CHEBEUTICNETS,
HERS KEAWK

FEIIVERT SQUIvIIHYaY

OSARVKAYY1DH Ay

HOZYA FADYT T4 VT (XSS)

Lt BE TALO MRS =)L

FTALDMIAF40Y
(FEHT592)

PEATEDOHEE-T71)-
F1LY MO

I5—*vb—-IICLB
AR DEE

HTTPST i

HTTPSHI B DCookie®
SecureBET 6

EHIE N Me55 /A A0 —FRUY

AT7I A &

BEBRIARTTIN—-FI1—2A)
ADFR R 6

VORI DI EN

RN 2] il A E
Cookie®
Wy s ~
by A RETH HttpOnly BT
R AT RE Y avID
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BEHRN

3EHERME

3.1 & ETE
L RAGHEHENFE

Ellél;

XA FEECONT

AHEETI. DEERFEM. SLUMNRACEBOBBIERIREL AL, BRICIEUTTROROLIICEEE LTS,

1 fili i

S (Safe) S EORE L

L (Low) fERRELowDiE 55 tEh R i

M (Medium) fEREMediumDiE TN R H
H (High) fEREHIghDIETEEN R

D (Dangerous)  fEBREHIghDETS N 8 ik

| Immediately)  fEBREEImmediately DifE BN 1% H
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BEHRN

32 RSN HESE1E

3219347 M1 Fhr b DB E

=%, 2% e & #

FEIYVRESRT  SQUIvIIHYaY Immidiately 4
0SATYRIVIIhYaY High 1
DOAYA FADYTF4UF(XSS)  High 1

BT TALD MM N=HIL Medium 1
TALOMATAVY Medium ]
(FRHTI9X)

322 - NBRFOF

=% ¥ 2% el
JNBE TR I (s A - .

P R o Medium
I5-Xvt—JIcLd High
1RERDEE H
HTTPST i Medium
HTTPSFI FA B DCookie® Vedium
Secure BT i

BETH 3813 S AT — kRS High
aOJ7 b & Medium
BEGBERERTIN-I74-2) Mediurm
DX R E
NAT—EIey b T i Medium

VA EERE E:;k(;e:fyﬁ - Medium
HEM R REB EYYavID Medium
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BEHRN
33 BF

SEIOLEHOIER . YA MIBLTE. ISA-RDF Ty RN P A NEOY =81 I VT EELNERE
ShTUWVEVCEICREETS. EREDEVEBEN S REETIENERSNE,
WCTEETHOMESEEELT. SQLIYITH YayPAR Y M1 ITh Ay En#(Foh,

AJAVRICERSNEES . NAD—FEOA N EE#LTP AUV MIBRA . BARROREPT-ARS .
P HVY MOFEP I EABEDHEILOBHBHEENNHS.

Fiz. —BAR-JICBWTIS—HRERCSQLEX . Y—NON—-YavFHMBIERZR RULCLEIERN
REZonk, CNoOFEIGSQLIVITI VAV %, DBt DB EDRICI THREVEXE
SIEEIT AN B,

oM, SAT—FEQL DN HESHLLONERSNS . OT7V MEREN B LVBE, & B FOREL #2<
RZ(ohic,

WINOBESBHEC OV TE AR EEESE (LT A BHRET > TVEEFNEEVTHS.
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B L

4 B E G Rl

A DAV MM F
4A1 FEBITY FOET

4.A1.1SQL1YI1H Y3y

1. ERE
Immediately : R&

2. CWE (Common Weakness Enumeration : @ e84 T —&)
CWE-89 ISQLIY YV FICEFNB X F I DR E Y B FiEL |

3. MESEtERERR
°* RAMEM

No. URL NNIA=4%

http://www.badstore.net/cgi-bin/badstore.cgi BODY : searchquery
?searchquery= URL : searchquery

http://www.badstore.net/cgi-bin/badstore.cgi _
) BODY : email
?action=myaccount

http: .badstore.net/cgi-bin/badstore.cgi
3 p.//www.a s.ore net/cqi-bin/badstore.cgi BODY : email
?action=loginregister

https: .badstore.net/cgi-bin/badstore.cgi
4 Ps//www \?:1 S ore net/cqi-bin/badstore.cgi BODY : email
?action=supplierlogin
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BE R
. ft

CCTClENo3ICH VTR T B,
N5A=F'email [CLL FOLOICEERTE LiEIET S,

email=admin’'--
X "--" ORICEAAR-AEIDE,

FOHEER . LTOEEOLSIC. FEICPHIVMIOTAUTBIENTER,

— a X

store.net/cgi-bin/badstore | G Q £F wB ¢ & 9 &

AHEHBIER . ADNSNEXFIICEENS. SQL LD (CRYET 3 3CFH DML MFGSNEZRABD
BREERBLEL. FLRFRRCITICEICI TRETIMBIETHS.

AEBEEFATIEICLD EBEI-FRADSPIEATER VT —AR-ADoDIFHRDERF L,
FEOTAVEFTICENAIRECE S,

4. KHpHHICLZIBR
AEEHECLD, EFEFEBRANOFEATIY, I-FHEROFERGF-EEMABENTON, FICEEE
ERCPIEASNEGE(CIFED LIFIEHRER. IR0 -FOHEEE . BEETOT-R(C7IERENS
AIRETEN HB o

5. AKEFHHEADRH
SQLX %, XFFNOEEMRH I TICE->THERTIOTIEIHBL LA, MU Figi#EEERL. Hoh Lo
EITAIEBSQLX EMAIL TR AKICT B,
N=IavhtWBEDERMEFNLORENE#ELIE ST, RITHRICEFNZIEEFIVIL. FELXFIN
EFNTVS. H LKEENFEDEINENEIS LB PY =4I VT EEE) 21T, ELOARTE L

10/42



BEHZRN

4.A1.20S0XVF1vI1h a3y

1. fERRE
High: EE
2. CWE

CWE-78 TOSOYVFICEFN3 BB XFIOFE L

3. MESEERERR
* AR

No. URL

&l

N3A-5

https://www.badstore.net/cgi-bin/badstore.cgi

?action=supplierportal

. M

BODY :
viewfilename

1$35A="'viewfilename [CLL FDLIICEERE LiEET .

oo/ o)/ /../bin/sleep 20|

COFEZ. LARYAN 208 BN TIR2TLS,

Welcome Supplier

a X - a X

[E BadStore.net x 4+

€ ©® @ hiips://www.badstore.net/cgi-bi wa ¥ A9 & R

2 =

A

View a pricing file

Upload Price Lists to BadStore.net:
Select pricing file to upload from local system:
2R | Ir LGRS T E B

Filename for uploaded pricing file on BadStore.net:

nnnnnnnnnnnnn

Thanks for viewing your pricing file!

View Pricing File on BadStore.net:

Pricing file to View on BadStore net

View
( For security purposes, a list of files on the server is nof

naming convention to view your company's pricing file. )

cededofffbin/sleep 20|

¢ dispiayed. Please use your assi

igned

Be Sure to check out our Web Services!

~ ==>

KHEFHHEEG REENOSADEET7 IV EAEEZLELBLWeb? TUr—2avENRIEICENT. ANXFI0RE
EEBLEL. 8 KBFFELCITICELCI TREL, BRI TFHULELOSENITY FERITIND

BENHH3,

TOCADEREZEICRELTVEIMES . KIESBEOF ACED ., EEERTHERATRERIYY FEERLE
WEHNNBHILITON, I-FIEROEBEPREI7NIIDGHREE HEVEKT S REENHS.
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HEmL

4. KEEFHECIZER
AWeb?TIT—2av LTE VAT LDV MR TR HEFLHRHIVY FRIETTERIZLDD,
KA MR RIPY FLADREERELED, LARVAZEBLEREVEIT Y FERITTHENTEL,
AHEHBETE, EBRENTEUEIHES . VATLOYvYMIUPTPMIVEE . RERERE 771V OB EFN
fToh, Y—E2ANDEEMBHENRET S TREENHS.

5. FRHEFEADRER
ANFHOIAT—T #’HE) . S—EITOANXFIORE. H3MIEEOSENITVFE
HUHIEREERALBVIPMVORUTHE LA EZRANS,
VAT LOBFZTOSIVY FOMUH UK R ERIZE . YDUOSE1— Y OMICHBH IV FRITHE) & H
BV FEMUHTEREFERTS.
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HEmL

4.A.1.3 9ORY4M FRADYT T4 (Cross(X) Site Scripting : XSS)

1. fElRE
High: EZ

2. CWE
CWE-79 I'WebR—IJ & pith A HEDF BB FREL S

3. MESEERERR

o RAMEAR
No. URL K314
- . BODY : name

http://www.badstore.net/cgi-bin/badstore.cgi _

1 ) BODY : email
?action=guestbook

BODY : comments

https: .badstore.net/cgi-bin/badstore.cgi

5 ps.//www.badstore.net/cgi-bin/badstore.cgi BODY : viewfilename

?action=supplierportal
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BEERL

o f#5%
*No.1{c2L\T
185 A—="'name,'email’,'comments' DVVFNNMILL FDLIICEEHRTE LEET S,

name=%3Cscript%3Ealert%28%29%3B%3C%2Fscript%3E
email=%3Cscript%3Ealert%28%29%3B%3C%2Fscript%3E
comments=%3Cscript%3Ealert%28%29%3B%3C%2Fscript%3E
%3Cscript%3Ealert%28%29%3B%3C%2Fscript%3E : <script>alert();</script>

COBITIE. LTOLIICP5— MIRRESND,

= @ = - o x
E BadStore.net R ) BadStore.net X 4+

€ | @ wwwbadstorenet/cgi-bin/badstor @ Q #7F wB & & Q& »

€ | © wwwbadstorenet/cgi-bin/badstor | X QU #F wBe & &9 & »

BAbsmne NET

Sign our Guestbook!

Please complete this form to sign our Guesthook. The email field is not reguired, but
helps Ls contact you to respond to vour faedback Thanks!

Ny [
Name
Email [ |

Gomments: (<scriptyalert ();</script>

SUPPLIERS ONLY

XML

- REFERENCE - AddEntry | | Utk

= = > |wwwbadstorenet #57 -FEEELTNET

*No.2(c2L\T
LER—IJAILHZI7MVPy7O—-FREEEZRIAL. L TORBEER B U sample.txt' 771 V2 7y70—- kT3,

<script>alert();</script>

Py7O0—-F& . BEHZER-IICATIVL., I15A—F viewfilename [CUL FTDEERE LEET 3.

sample.txt
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BEERL

COBICHEVTE ., LT DLICT5— MR TRSNS,

[E BadStore.net X G

4 BadStore.net X G

€ (D8 https//www.badstore.net/cgi-b X QgF a3+ @ & »

€ © @ nhttps//wwwbadstore net/cgi-b ¢ Qg

Welcome Supplier

Upload Price Lists to BadStore.net:

Select pricing file to upload from local system

Filename for uploaded pricing file on BadStore net
[ lopess

View Pricing File on BadStore.net:

Pricing file to View on BadStore net

View.
( For security purposes, a list of files on the server is nof displayed. Please use your assigned
naming convention fa view your company's pricing file. )

Be Sure to check out our Web Services!

v
= = > |wwwbadstorenet 157 -FEEZLTVET.

4. KieHHEICLIBR
AEEFBHEICID, FRLBLR-IADBH®, JoF—EOH. BDT1—LICLET19IITRE,
Web?T)r—2aV 0t aEe BERALTHOF AE(CHELE 5AS N AIREICTE S,
FIELT, /TRBRBEIAY MIRFRSNBIAR—ITE, IAVMRERDIT MEBHAFNZIHS |
HEN-VERLIZITRAIVT ML HEN RELTLEL EREXREHRLBILICLS.

5. RESHHEADR K
HTMLO% %X FINEIAT—T (L)L, EDIZTA NEDREE Y. V9F—ICADIT FTPHER
TERWESICTTBHttpONly BHEERET I A EN D RMATHS,
Fh . XFIVI-ROZREFALEXSSEFEETILH. HTTPLARVAILIVA-TF1 VT EHRTS
CET.T39Y-Web7FVr—0avBOIV1-FERENZZ20 S THB,
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BEHZRN

4A2 tHEREAT

4.A.2.1 F41LDMINSNN=H)I SRS 18=H))

1. fERE

Medium : €&

2. CWE
CWE-22 7V EARBSNIETAL DY MESET S IAEOFE NG H R |

3. lEHHRERR
o SEAEM

No. URL /i5A-4

https://www.badstore.net/cgi-bin/badstore.cgi
?action=supplierportal

o fi#
185 A=3'viewfilename [CLL FDLIICEERE LEET S,

‘E-lullg

oSS S/ /... /etc/hosts

COBITIE, LT DOLIITKA F&®IPY FLADSREN RTINS,

- o x - o X
[E BadStore.net X G [E BadStore net X G

€ D @ hiips;//wwwhadstore.net/cgi-b ¢ QgpF "B ¥ & 9O & »

€ O B https://www.badstore.net/cgi-b ¢ Q#F e ¥ & O & »

BADSTORE.NET

View a pricing file

127001 localhost 192 168 [ trinux

Welcome Supplier

Upload Price Lists to BadStore.net: — s
Thanks for viewing your pricing file!
Select pricing file to upload from local system

.| P ALAERIN TV ERA.

Filename for uploaded pricing file on BadStore.net:

Tl e v o

XML XML

View Pricing File on BadStore.net:

TR Pricing file to View on BadStore.net TR

wfufufuf /. [etc hosts View

( For secuniy purposes, a list of files on the server is not displayed. Please use your assigned
naming convention to view your Gompany’s pricing file. )

Be Sure to check out our Web Services!

1
1
\%
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HEmL

4. KEEFHECIZER
NEHLDT I EAEBR DB VIR TANACT IS, H— DR EEHR L/ IAT— Fel ok
RBEEHIRONIBENNHS . 2. ENOOHBELEICHY—NCFIEICATIVENBBER EE
Z (13 TREEN HD

5. AMEFBEANDRE
PBABDANXFINEFIVIL., TPV LN DRFHEXFINRATNSIHECBRUEEZL T RERSES.
EEDOTHIVIPIRESNER X LUNDTPAIADNBHIOOT I EAEHIRTS . BEDH ENHS .
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BEHL
4.A22TALIOMIRTAVT | AOTHIVYT

1. fERE

Medium : &

2. CWE
CWE-548 T4LDO MUAMEICL 2 TEERDIREE ]

3. MESEERERR
o REMEAR

No. URL N3A-4
1 http://www.badstore.net/images/ -
2 http://www.badstore.net/ws/ -

. mit
MFOURLEEEANTS.

http://www.badstore.net/images/

COPITIE., LFOLSIICTAINAADR BN TR REND .

- a x
[EE Index of fimages X G
€« 0 badstore.net/images, B e BF wBe ¥ A9 & 2 =
Index of /images
Hame Last modified Size Description
& 20-0ct-2017 00:44
29-Nov-2004 2051 3k
20-Now-2004 20551 3k
29-Now-2004 20:51 3k
1003, jog 29-Nov-2004 20:51 2k
1004, jpg 29-Nov-2004 20351 2k
[ 1005, jpe 20-Now-2004 20551 Tk
006 jpg 20-Now-2004 20:51 Tk
29-Nov-2004 20:51 Tk
29-Nov-2004 20551 3k
20-Nov-2004 20:51 4k
20-Now-2004 20351 2k
29-Nov-2004 20:51 2k
29-Nov-2004 20551 3k
20-Nov-2004 20:51 3k
20-Now-2004 20351 2k
29-Now-2004 20:51 Tk
29-Nov-2004 20:51 8k
02-Dct-2006 21:11 ke
20-Now-2004 20351 Tk
29-Now-2004 20:51 2k
29-Nov-2004 20:51 Tk v
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HEmL

4. KEEFHECIZER
AREBHEICID, BEREET7IEATERV TP ERAESNS ATREEN HD.
F RICHBRBESCI7MDEM TS IG S BIFHRIRRIC

5. RKEFEHEADX K
AHEFER. - N —0REICERTIMEBETHEH. REIFIINONBERETZETHHTES,
BHEMExEAIE FRICTT,

‘httpd.conf 771 L ZEmELLL FORN B ZBEET S,

Alias /images/ "/usr/local/apache/htdocs/images"

<Directory "/usr/local/apache/htdocs/images">
Option FollowSymLinks Multiviews
AllowOverride None
Order allow,deny
Allow from all

</Directory>

BELE. httpdE BiEEIT 3,
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HEmL

BU—I\EEFDA &
4B.1 fHERBAT
4.B.1.1 2T Z0BEE-I7ML-T1LONOFEHE

1. fERE

Medium : &

2. CWE
CWE-200 lN&#RBaR

3. MESEERERR
o REMEAR

No. URL/SRA I{15X—=4

1 http://www.badstore.net/ws/
2 /usr/local/apache/cgi-bin/badstore.old
3 /usr/local/apache/cgi-bin/test.cgi

° f#

gluﬂ:I

HUWS=JavnT7 e, EHETARICEYYavIDEEH AT 3771, T-AR-ADBRFRIC
FERLTLSEBDNh3javatperldT7 IV E R R L,

OSARVRAYITIDavv ey iavOFE-> WMNBEICERINS BTN BB, E PG HIERN
M‘E?&% o

o x - o x
[EE Index of fus x T+ BE CGI Script Test.CGl Executicr X ==
€ ¥ ® wwwhadstorenet/ws < =4 wBa ¥ A9 & & = L JJ6)] badstore.net/cgi-bin/test.cg c BF wae ¥ A9 & 2 =
Seesion ID Test: 1508
Index of /ws SRS
Baseid Encoding 2D
MHame Last modified Size Description WDS Hash: Seb R |7 - <
This concludes our test.
& Parent Directory 20-0ct-2017 00:44
[ 7] NetBadstoreSoapSearc..> 09-Nov-2008 14:51
[ ] NetBadstoreSoapSearc..> 09-Nov-2008 14:51 Bk
[ ] NetBadstoreSoapSearc. > 09-Nov-2008 14:51 1k
[ ] FetBadstoreScantearc. . 09-Nov-2008 14:51 16k
[ ] scapSearchClient.pl 09-hov-2006 14:46 Tk
[ ] w=diSearchClient.pl 09-hov-2006 14:46 Tk

Apache/1.3.28 Server at 192.168.11.16 Port 80

& : http://www.badstore.net/ws/
A : http://www.badstore.net/cgi-bin/test.cgi
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BEHZRN

4.B1.2I5-*vt—JICL3EHOEH

1. fERRE
High: EE
2. CWE

CWE-209 N T5—3*yt—IE@EUIIEHROER |
3. MESSMERENRR
o FAEMEFR

No. URL/SRA I{15X—=4

http://www.badstore.net/cgi-bin/badstore.cgi
?searchquery=~&action=qgsearch

° f&

glullg

AV EVA
LTOE (FELBVERES) Fsearchqueryll ABULEET S,

XXXX
BERIELLTORENICES,
- o X
IE BadStorenet X Gl
€ O wwwhbadstore.net/cgi-bin/badstar & Q #2F B ¥ & Q& 8 =

No items matched your search criteria:

SELECT itemnum, sdesc, Idesc, price FROM itemdh WHERE “o0c IN
(itemnum sdesc desc.

BadStore v2.1.2 - Copyright & 2003-2006

TAR-ACERNFELBEVEDIS—AvE—ITHHH, LEBICERALTNSEEDNSSQLXET
HALTWS,
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HEmL

-)85—=22
a7 (') &searchquerylCAHLEET S,

BRILUTOENCES,

- o x
[E badstore.net/cgi-binfbadstc X ==

€ | ® wwwiadstore net/cgi-bin/badsto <] BE “Ee ¥ & 9O & i

Software error:

DBD: imysal : 1do prepare failed: You have an error in vour SOL svntax; check the manual that
corresponds to vour MySL server version for the right syntax to use near *°’

(itemum, sdesc, Idesc)” at line 1 at Jusr/lecal/apache/csi-bin/badstore.csi |ine 241,

For help, please send mail to the webmaster (root@badstore.net), giving this error message and the time and
date of the error.

ANFHEENFESQLXICHAANTED . FREBSQLXNMELNS CETYITMIIPIS—HEELTIS,

F BYICIS—ENY FIVTTETWVELED, T7AIIARIS—TOERREBE ., FMlBIS—FT
HAThTVS,
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HEmL

AV EVE]
BurpSuite®RepeaterZE%E FLVTsearchquerylC LA FOEEA I LEET S,

%02 HFEOR%IXF

BREILUTOENCES,
- o x
EE badstorenet/cgi-binbads: X | =
€« @ badstore.net/cgi-bin/badstore c BF wa +$ & » =

Software error:

reference to invalid character number at lire 30, column 548, byte 1898 at
Jusr/local /1 ib/per|5/site_per!/5.6.0/1686- | inux/AML/Parser.om |ine 187

For help, please send mail to the webmaster (root@badstorenet), giving this error message and the
time and date of the error.

BHXFEANSNDET, Parser CREIR T REICB B CEICEHTYIMITPIS—HHEAELTIVS,
Fi= . IS-ONYFIVTHRBEYTRVED., 771V AZEDFEMBIERF TIS—AvE—JELT
HAShTWNS,

WFNOIB=JICBVTEIS—E@ICN\Y R TETHHT . B AYE—-IEHALTIVS,
SLTHAShERBNSQLI Y ITH VavP0oSIvIth yavIicALWLh3 BENL H3 .

4. KHESBIEADXH
AR, I5-2BEICNYFILLTLVELVES, FHllEB 2 ZR|TETLLBDIEICIDRELTNS.
IS—-ZBRAMULEBAICE, IS-FREVEEDHEI-FISEAML, E@BIS—RBOTICRETIEE
SEILEMERE TEELEIICLERI N L,
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4B.2

4.B.2.

R - X EFOFiF

1 HTTPSH i

1. fERE

Medium : €&

2. CWE
CWE-522 IR+ 2L EREROGFRE

3. MeStERERR
o MR
N3A-45

No. URL

http://www.badstore.net/cgi-bin/badstore.cgi
?action=loginregister

https://www.badstore.net/cgi-bin/badstore.cgi
?action=supplierlogin

o fRER
*No.TIE21VCT
AR-JF. 1-FOTMVBEE THAN . HTTPSICL B RENBSNTUGLVED, A=IL7 ELAPN AT —FER
LTEXTOZITELELS,
EXTOEEDSD. BEPHELCHOIEENDHD Tl KEOTIVFICHWT. BDLOSBEENHS,

— [m] X

www.badstore.net/cgi-bin/bads e Q#gF B8 3+ & 9 & » =

e Unrasictor eer - Gars oo feme st . Vowir

Login to Your Account or Register for a New
Account

Login to Your Account

COEEBEETIESY
3R

\\\\\\\\\

Register for a New Account

Email Address: [ |
Password:| |
Password Hint — What's Your Faverite Color?

cover a forgotten password. You wil
account if you forget your current

(The Passuord Hint is used as a security measure fo
need both your email address and this hint to access
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*No.2{C2L\CT

AR=JF, EFERAOOTAUR=IERLTIVS,
POEAULEBICIEHTTPSICL B R ENITHN TS A . URLD "https" & "http" ICEZBENTEBRH.

CH5bLEXTORENATREEL DTS,

T4 VT A=VFICEDhttphbiaEd 7 FLAICP I EASEONS ZET, A—IL7 FLARIIAD - FZ&

B, WESNSBENLHD,
o x = @ 53
EE BadStorenet X Gl IE BadStore.net X 4+
€ @8 hipsy/www.badst t/cgi-t ¢ Q gz rHa ¥ A Q& » = € | O & wwwhbadstorenet/cgi-bin/bads & Q #F B ¥ &9 & » =

Welcome Supplier — Please Login:

#
gt

Emall Address: | |
Psmvort ]

Login

BadStore v2.1.2 - Copyright © 2003-2006

BARSTORENET

5 eome Unregitered User ~Gort coms O ems s 8000, [V

Email Address
IOEREIRL TSR A T2

Password AR ‘ BREIVT
DEREMEABYET. 3

Login

BadStore v2.1.2 - Copyright © 2003-2006

1]
\'

& HTTPS, & : HTTP TE{E

4. KEHHEAD K

HTTPSTOEIENDEBR—ITlE, HTTPSH B8 FBURLICUAA LY FEE B BE . HTTPTOREIEESBHBLESIC

EER
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4.B.2.2 HTTPSHI Fi B M CookieDSecure & & F fi§

1. fERE

Medium : &

2. CWE
CWE-614 THTTPStYYavICHIT3 i CookieMSecure BT A~ i

w

. MRSt RENRR

FA @

No. URL /){5A—%

https://www.badstore.net/cgi-bin/badstore.cgi
?action=loginresister

° f&

glullg

1-0J4 VEmEm®OURLEhttpslcLTPOEAL, OY M VB E1T5,
F12%—%TCookietEHMERET 3L, "Secure" DIEN "false (fa)" EHHTULVB,

o x
EE BadStore.net X Gl

€ | ® @ htps//wwwhadstorenet/cgi-bi | @ QA £F B ¥ A9 & » =

ARz 2e oo - BFE B B0 @ x
8 Cookie e

mbmh 8 tyvavakl-y

8 #ry2arth-y

a..uk..s...n.c ; S Indexed DB
|__lo

8 0-INAr-J

£E] FX12 HHER FUEARE
Fri, 20 Oct 2017 08:2]

CookieDSecure BN ENTEIMES . BYM MEICLDHTTPSBEDE L THTTPEEESEINEIHEIC
HBE  VIIAMBDCookieE BESNZBENHHS .

BEESNzCookield Eyay N1 IvyD (FERD) ICFIASN. BT ELFOEEESIESETY
BENHNHS,
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4. KEEFHEADR K
badstore.cgilC A FOLIICI—-FEEER T,

### Set SSO Cookie ###

~

print "Set-Cookie: $cartcookie; secure\n";

o AAAAAN Msacure" E{TITRT
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BEHRL
4B23KEEBHIIAD—-FRYY

1. fERE

High: B

2. CWE
CWE-521 Mfia58 %3/ A7 —FE3K |

3. lEStERENRR
* AR

No. URL /i5A-4

http://www.badstore.net/cgi-bin/badstore.cgi
?action=loginregister

° f&

glullg

1-YOJMVEEIL - EFNEEIT.
1R EX—IUTP FLAEBAALERBE, NAT—FERDESICANL, BHERIVED VDTS,

welcome

BRRUTOLINC, PO M OERICHKINT S,
MBRIAT-FeERLTVSEE. IAT - FBHEREEFTERSNDLIEI, FEATIY
SNTLESBENHL BB,

— [m} X - [m] X

@ Mozilla Firefox 25—MA—5 X EE BadStorenet X L @ Mozilla Firefox 25-hR-3% X [E BadStorenet x ol
€& P wwwbadstore.net/cgi-bin/bads a  QgF Ta ¢ A9 & s

€ & B wwwhbadstorenet/cgi-bin, @ Q#F e ¥ A 9 & 2

BARSTORE.NET BARSTORE.NET
=1 e e . I == (RGOS SO .

Login to Your Account
Welcome to BadStore.net!

S —

Login

Register for a New Account

Full Name: [sample

SUPPLIERS ONLY
Email Address
Pacsvrt
s ; . S S
Password Hint ~ What's Your Favorite Color! e

(The Password Hint is used as a securily measure (o help recover a forgotten password. You will
nesd both your email address and this hint to access your account if you forget your current
password |

SUPPLIERS ONLY

- REFERENGE -

Register
BadStore v2.1.2 - Copyright © 2003-2006

BadStore v2.1.2 - Copyright € 2003-2006 -

1
1
\%
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4. KsHHEADX K

N2 —FEEFRICXFEEXFIREFIVIL, RAXF, IPXF. BFELTEDSXF
L EOXFITHIMESREBEE/I AT FEANSEELIITTS,
B, XFEEXFIRICIZNAT-FOEKIZLUTORDLIICES.

XFE 4 5 6 7 8

BFHKE 15 1058 1005 100058
BN FEAE-

45F 11887 3{& 801&
K B ' |
TN+ B

16775 60467 21{8  783{H
Bk BT ! |
EHF 14775  9.1{& 56818 3.53%

29/42



BEH
4.B.2.4 0979

1. fEIRE

Medium : €&

2. CWE
CWE-613 IR+ 2Lty avnEshik )

3. MESEERERR
o REMEAR

No. URL /I5x—4

1 https://www.badstore.net/ EL'F

o fEER
L£E@EICOT 7O NEDIIDPRIVEEL TIOFEFALNCOT PO T FEN G,
FDIHIA-HEEy aV I DEBRRMICHEETZCENTER L, £, — 1T 00T A UHHTTP
TITONBCEICED, By aVIDEEBESNIBEENLHD., tyavN( IvwhEICERENDS
BENDHD,

4. KEHHEADX K
O 7o hgaeEREL, AT 7 MLEORR(IC Y avIDET—AR—-AD L HEIBR T3 L5(CT 3,
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smEEL
4.B.2.5 BERBRIERIT TN—FI1—-R) A\OH KT &

1. fERE

Medium : &

2. CWE
CWE-307 N@EL R TADT & Y173 HlFR

3. MESEERERR
o REMEAR

No. URL /I5x—4

http://www.badstore.net/cgi-bin/badstore.cgi
?action=loginregister

https://www.badstore.net/cgi-bin/badstore.cgi
?action=supplierlogin

. B
AT k6 LKEA—IT FLADA D EMB L B E . ZOBTEEANSEBLITBRETHBH,
ANCKRBIBLVICHBENTAVERICTILATILENHD. EECHEVEFIELL TS,
F  10EUEA-LV? FLARIAD - FOA D EME-IH S}, OvD 7Y MLE (—EfMOT 1>
TEBIRREEICT 3E) BTIRETHBN, ER—UTHEZOLIBMBHGENTIELES,

Y- IETIVILCBE AN SNRIBE . DT BT 3 BTN B3,

ERoOJT4Y BEEOHZOT1Y
FRa—% H—s Eghansa—# H—s3
@ oFfAr @ nsq
D, A T7—F

@-1 074 I

=EEHE F—IDCR4EZ/SXT—FD
Gl ANERYET
¢ @ —#o 74 R
BERs-4 E@E +

4. KEHHEADX K
Bl—A=I7 FLATOATA VRITH10EEBELRMULESS . 470V M e—EHMELTINERES.
EEVHMZERALT EFREERI-THEARKTISENIDHI L. RSTH1BEECENHECE,
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BEHZRN

4.B.2.6 ISAD—FYty Tl

. fERRE

Medium : &

. CWE

CWE-620 NM&EESN LV IAD—FDZEE |
. MRSt RENRR
S 4 fErR

No. URL /){5A—%

http://www.badstore.net/cgi-bin/badstore.cgi
?action=myaccount

http://www.badstore.net/cgi-bin/badstore.cgi
?action=loginregister

. B

No.1DR—ITINAT—FOMEAILEFTIENTESZ N, ISAT—FIE— 2 T"Welcome"ELVDXF FIICFH1E
N3, No.2DOR—ITOTA VEITIEICE . COMBESNIZSAD— RN Z0FFHEAATREICEHTLVS,
COFFENRAD—FEEBETICFAEHIZ1I-THEEE. IAT—FE— T "Welcome THIHAEL SN T
Wit BEEHZ1-THth1—TFOA-IT FLAZAFULTBIEE . EDA -7 RLATHREICOT1Y
SNB3BENNHD.

Fe. REOEROEZENFBIRKICE>TVR Y. A—A—I7 FLATHH L ER A TRIRFBEOMIZ (TR 1T
ThE, 7oV DI AT—FTH>TH AL TEENTE, CHLE R ENTIVSNBIBENN HB.

= @ = = @
@ Mozilla Firefox 29-1A=3 X EE Badstorenet X G @ Mozilla Firefox 29—p= X EE BadStorenet x G

€ | © wwwhbadstorenet/cgi-bin/badstorn & Q BF wEe ¥ &9 & 8 = € | @ wwwbadstorenet/cgi-bin/badstorn = @ Q #F w"E ¥ AD @ 8 =

Welcome, as an [Unregistered User} you can: The password for user: sample@sample.com

Login To *our Account / Register for A New Account — Click Here has been reset to: Welcome

Reset A Forgotten Password

BadStore v2.1.2 - Copyright © 2003-2006
Please enter the email addess and password hint you chose when the account was created:

Email Address: [mple@sample.com|
Password Hint = What's “four Favorite Color?

(The Password Hint was chosen when you registered for a new account as a security measure fo
help recover a forgotten password...)

Reset User Password

BadStore v2.1.2 - Copyright © 2003-2006

1]
1]
Vv
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4. KIEBEADRE
R2AD—FEVEYFUERICIE., T 1—HFICA—IVCGRATECE (FEBYEYMIH T30 %)

R2AD— Ry b e T EOMEINTA VRS, NAD-FEEEEEH LTI-HI/IRAD—-FE

EESER, 6. TAD-—FEEORRICIE. £BRD)ISAT— FRYVEIERKICRIE/IAD—FEANSES
&I, XFEPXFINROFIVIETICE,

Fle. MHEORRICIE R T3 RFOERICOVTE., ERARERRA . BER>TFAITOANICTEE,

SAMPLE.COM

SNRT—FUty b

A—NTFLR: |

HEOER

[herosonze? v |

it
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4.B.2.7 Cookie®HttpOnly & i+ T i@

1. fERE

Medium : €&

2. CWE
CWE-1004 HttpOnly32 5 Oz L\ Cookiel

3. lEStERENRR
°* AR

No. URL /i5A-4

1 http://www.badstore.net/ EA'F

° f&

‘E-lullg

AY 4 YR—Y (http://badstore.net/badstore.cgi?action=loginregister) AT Uk, 75950
FRFEEY-IVEF12F—BETHRE, VyFr—ONBEHRT 3.

- 0o x
[ BadStore.net X =+
€ & A wwwhadstore.net/cgi-bin/bads ¢ Q#F B 4+ A Q& 8 =
AR AR F 2o e - BFE B 0 @ x
S Cookie ~
S Ak
S #vyvaabl-y
5 Indexed DB
8 DAk~

= FX{y FHER FIPABRE

Wed, 25 Oct 2017 03]

%0A0IU%3D%0A"

RmM|

MHttpOnly: 1OIEE R 3 L. {ENfalse (#4)1&BTLVB 7. HitpOnly BHEDEZNICHB-TLVD
ceBahd,

CORER. JavaScripthb DD yF—DFEH LE L TRLHICHF EShBBETHD . CORMED
FE{EHCHOTVBE. XSSICED Y aVIDEENDIHENLHD,
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4. KEEFHEADR K
badstore.cgilC A FOLIICI—-FEEER T,

### Set SSO Cookie ###

print "Set-Cookie: $cartcookie; HttpOnly\n";
~ AAAAAAAN "Httponly" E{{HTE?

35/42



BEHZRN

4.B.2.8 R gEZEYYaVID

1. fERE

Medium : €&

2. CWE
CWE-334 N/ g5 5 L |

3. lEStERENRR
°* AR

No. URL /i5A-4

1 http://www.badstore.nte/ EA'F

° f&

glullg

AJAV&. T30 DR E Y- IVEF12¥—BETHE. 1yF—DNEEHERT .

- o x

EE BadStore.net X G
€ @ wwwhadstore.net/cgi-bin/badstore.cgi ¢ QEF wBe ¥ A0S 2 =
G AVARTS- vyl It RSN 109437 XY~ 7obo— QY ooV B B & 8 2 x
8 Cookie ~

BADSTORE.NET
|

Pp—

o

8 0-AARL-Y v
+ £ EEERYAY
Welcome to B: =

5

S-AEBOE

$50ic Object

rsSOid |NEE RHEDYXF—ENRRENTNS N, COEZFHULGEANTHS.

C2FtcGx1QHNhbXBsZS5jb206NzZhMjE3M2IINFM5MZ1INGU3IMMZmYTRKNmRmMTAZMGE
62FtcGx1%0A01U%3D%0A
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—RIJEEHLXFIICRZISN. CheBHY-IOTI-5 () BEEERAVTERT L.

sample@sample.com:76a2173be6393254e72ffadd6df1030a:sample:U

* "%0A" ([FTAT."%3D" 1F ‘=" ERIIAT-TRETHIH. TNEN
BEOXFICEEMATTI-FETO TS,

A=7 FLAR 1Y &b LEXFHREN ' RUINTA>TVSXFITHRIEST NS,

Fiz. BlD1—Y (samplel) ELTATA V. ARKRICDYF—DONBEHEELTI-FLTHBE.

samplel@sample.com:51cb61lce9da718a931d5b@dbfe4240be:samplel:U

SKED1—Y "sample" DL DERMPRDXFINE/IENTEL,
" TRYUIGN2EHOXFIZHBELTHBE.

sample : 76a2173be6393254e72ffadd6df1030a
samplel : 51cb6lce9da718a931d5bedbfed240be

m&EES 0~9,a~f hoBBEERDIFIITHEI N 7S,
d—4 "sample" ®ISAT— (& "passwd" , "sample1" DSR2 — K& "okcorral" £E&TE LTV,
CNBDOXFFNE, MDSELWPILTUZXLZAWT/\Ya (BFS1E) LizfEZRS. LELTH3.

"passwd" -> 76a2173be6393254e72ffad4d6df1030a
sample : 76a2173be6393254e72ffadd6df1030a

"okcorral" -> 51cb61ce9da718a931d5bedbfe4240be
samplel : 51cb61ce9da718a931d5bedbfed240be

COFERND, SSOICEEE SN TS EYavIDR A—IL7 FEL AR A0 — o133 X F5IT
CERHIBALE,

DI, EZFICHRSNIZ R BB ER A ETLYVavVIDEER LTIV E, tyvay
N Iv9h (ByYavnFE- D) EOHEFICESTREMEN H5 .
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HEmL

4. FEESHHEADR K
Y avIDEERTIRIC. REMOE VIR ZERTI#E SRV EL LRSS ZRAVTERK
SNEELBERAEDETERTS,
F. A-HFIDPNAD—RE Yy avIDEld &R LB A E HTTPSERAWTEETEEICTIRE) T
EEL. BTAREY—IRITFIVITEL5CT 3,
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5FEEIE

5.1 HTTPSHE{EICD\T

PHYYMERSEDEELHERE. HTTPEETEELTLEIE., BHRIFES{EShELVED, BERKRLET
WEEICEESNISEFNNHD,
FOfth, EELIEROBEEETOMECIE. HTTPS (HTTP over SSL/TLS)BIEDFI AL HRET 3,

HTTPSHREICOVWTIRUTORICBETSZCE,

1.

HTTP& {E DR

HTTPSEEEITOIR—I TR B FHTTPSTEIE T B LI, HTTPHBHTTPSAO B EIUAI LY FED
BEETICE,

BBEHICEIHTTPTOEEICHFESNEIZEIC. T-INEHESNIBEMEERARICHCENTES,

Cookie®Secure@tE

HTTPSEEZFATIR-IJATEYYayOT1 VFDRE)DEEBEITIVELMEEICE. Cookie(tyyave
FETZTO0M. & KT SOFC—BRHICRTFESNIER) O Secure IREEBRNICT 3.
COEREEITVHEXCookieBHTTPSEE LN CEESTEBBICET, Ly avIDOEEEHSENTED,

. tyavID

HTTPR—YJEHTTPSAR—I(CE N H>TEY AV EBETOBRICE. BI&EICSecureBiEZ 11 5 LB L \CookieZ
ERAL. BF(CSecureBiEE T 5 LizCookieR AT 3L,
(HTTPiE{E Tl Secure@E 1 ECookieZ R A TERLVEY)

5.2 7305 RDx S

BE . GoogleChrome,InternetExplorerZ(d Uhe L E BT 505 DIFEAETHTTPSEEN ATRETHS -
B6. ChromelcBILTIZ, 10 A17BYI-AD/—J3v62(CHVT, HTTPSEFEALTIVEL—EA—-Y
[EPDERATBE. TRETHIVHTIPSTELYIE DR THURLBICHIRY 3 £5ICB 7,

5.3 SSL/TLS

HTTPSICHIT2EEDRE B L E1To TS FOMIILE. SSL (Secure Socket Layer) . & LI

TLS (Transport Layer Security) &LV),

TLSIFSSLZTTICRAFESNZTOMIILTHYD &/ I—Javld1.2EB8-TVS,

B8, SSLICOWTIRN—U3v3h2014FFTHEONTLVEN, TPOODLEJEL HEHk L DESE N FER
Shizlizth, MERFEAEDY— ) IHISSLAGTLSAERITLTIVS .

F, TLSIOWTIE ., B ) S—Uav1 3HIETF (Internet Engineering Task Force) ICTRRETESN TS,
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1 &

A FHE a5 R O AT L (CVSSv3 : Common Vulnerability Scoring System version 3)

ABEE(CHIVTIE, CVSSV3ICL D HEHHEDEEEIE. LUMBENL AR S ETICEREEZFMULTIVD,
LT OFEEIPAT @551 EM IR T LCVSS v3#tER 1EDEI A

RAE A7

232 9.0~10.0

BE 7.0~8.9
BE 4.0~6.9
ER 0.1~3.9
BL 0

A7 . HEBOEZS (RBRSN). VATLNIRIZEE (REE). EBORSEE (RAI-7) R %L
HEUEEZUTORKICMNITHELT S,
AA-TZEE (RENEEREENGLTTVT—Ya v PHBEEREICRS) BUL

A07 = ((REE + HBESMH),10 O55K%/ME) EUDLIF

AI-TEEH

A7 = ((1.08*(FEE + HEBESM), 10 O56&%/ME) ZUINEIF
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BEH
B &% ik

EHSMAM

URL/H RR 5T, 38 1T 5

tHE
'WebtFa1)7/i#8 L4 FDTHOD
M tEZ AR — b1 K]

kst , 2016

fih, &
MR BIICEES
TE2BWeb7FUr—2aV0OENA |

YINIUDOYI45T4T , 2011

IPA
I3 58 B 5514 5T4f A 7 L\(CVSSv3) #EER ]

https://www.ipa.go.jp
/security/vuln/CVSSv3.html, 2015

tHE
TWeb7FUr—Yay
MeSS 121 F31 (¥ 1.05R).

https://github.com/ueno1000
/WebAppPentestGuidelines/blob/master
/WebAppPentestGuidelines.pdf, 2017

Symantec
(9177705 —Yay
RSB EZHREE

https://www.symantec.com/content/ja/jp
/enterprise/other_resources
/webapp_or_report_sample.pdf , F&¥

Computer Security Technology Limited

I'Web Application Security Assessment Report |

https://www.cstl.com/CST/Penetration-Test

/CST-Web-Application-Testing-Report.pdf, 2012

CEER-Y

B4R URL
JVN iPedia tton/fivndbivi o/

//jvnanjvn.
BBIEH EWET -5 -2 p//jvndb jvnjp
CWE

Common Weakness Enumeration

https://cwe.mitre.org/index.html

Weblio ZEFNEEHE - FISEFE 0

http://ejje.weblio.jp/

FILER on the WEB: 7LD

http://eow.alc.co.jp/

ElFFMCookie AFH

http://www.tohoho-web.com/wwwcook.htm

Markdownggii F—bY—Fb - Qiita  https://qgiita.com/Qiita/items/c686397e4a0f4f11683d
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D ERAY-I
e E B URL
OWASP OWASP Zed Attack https://github.com/zaproxy/zaproxy/releases
Proxy /download/2.6.0/ZAP_2 6 _0 windows.exe
. https://portswigger.net/burp/releases/download
PortSwigger Web )
. Burp Suite ?
Security . .
product=free&version=1.7.27 &type=windowsx64
& BadStore.net T¥AEEOTHERE
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